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1
Decision/action requested

It is requested to approve the proposal into TR 33.856.
2
References

N/A
3
Rationale





Since if the UE remains within UTRAN after the release of the CS voice call, the user experience may be degraded vs EPS or 5GS. Therefore the security problem such as the handling of security context should be considered in SA3 when the UE returns to E-UTRAN or NR.
4
Detailed proposal

*************** Start of the first Change ****************
*** (based on Living CR S3-182693) ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]

3GPP TS 33.501: "Security architecture and procedures for 5G system".

[2]                        3GPP TR 23.756: Study for single radio voice continuity from 5GS to 3G"
[3]

3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[4] 
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
*************** End of the first Change ****************
*************** Start of the second Change ****************
5
Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 
5.X
Key Issue #X: 5G UE returning from 3G SRVCC to E-UTRA or NR
5.X.1
Key issue details

A 5G UE that is handed off to 3G SRVCC is not allowed to return to either E-UTRA or NR without explicit (re)authentication after the CS voice call is released, regardless of whether the UE has a valid EPS security context or a NR security context.
5.X.2
Security threats 

When a voice service ends in UTRAN and NR coverage is not available, the UE may use current security context (UMTS) to derive a mapped EPS security context as described in subclause 9.1.2 of TS 33.401 [4].In this case, the UE may potentially get back to NR with a security context that is based on 3G. If this is allowed, once the NR coverage is available, the UE will return to NR by executing the procedures as described in subclause 8.2 or 8.4 of TS 33.501 [1], however, the context will have been derived from the UMTS session. 
Using UMTS security context to derive a mapped EPS security context including the subsequent 5GS security context will jeopardize 5G security due to the lower security level of UMTS potentially leading to far more serious attacks in the network.
5.X.3
Potential Security requirements

-
A UE that is handed off to 3G SRVCC shall be prohibited to return to E-UTRAN and NR without explicit (re)authentication if NR coverage is not available.
- 
The network shall prohibit a UE that is handed off to 3G SRVCC shall be prohibited from returning to E-UTRAN and NR without explicit (re)authentication if NR coverage is not available.
*************** End of the second Change ****************
